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[locTpoeHmne NpaBuIbHON MHPPACTPYKTYPLI

* OTKa3oycTonymBble UEeHTPbl 06paboTKN AaHHbIX
* Penankauma AaHHbIX

* JlokanbHas 1 pacnpeaeneHHas Knacrepmsaums
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... TO/IbKO NepBbIN War Ha NyTK K peanbHomy HA n DR

\ /

Mpobnembi: daKTbl:

®* PacxoxaeHue KoHbUrypaumm ® PerynapHoe npoBegeHue

®* HekoppeKTHble HACTPOUKMU KOMMNJIEKCHOTO TeCTUPOBAHUA —

®* HecobnaoaeHne pekomeHaaumm BECbMa 3aTPATHO

npounssoauTtenei ® Pesy/bTaTbl TECTOB: «75% cb0eB

®* HeontumanbHble KOHOUTYpPaLUK NPUXo4nTCA Ha HECOOTBETCTBUE
OCHOBHOW 1 pe3epBHOM
KOHpUrypaunm»
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PeweHune — RecoverGuard™
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ABTOMaTU4YecKoe obHapyxeHune u ckannposaHue HA/DR
KOHpUrypauymm

O6Hapy»keHne HA/DR ysassumocTei 10 cbos

Bonee 3 000 curHatyp puckos, cesisaHHbIX ¢ HA/DR
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KomnnekcHbi aHann3 HA/DR KoHduUrypaumi

3awmTa AaHHbIX YnpaBaeHue AOCTYNHOCTbIO
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[Tpmep N21 —yacTnyHaa penanKauua

EMC SRDF, TimeFinder (BCV, Clone, Snap)

HDS TrueCopy, HUR, ShadowIimage, Truelmage
NetApp SnapMirror, Snapshot, SnapVault
CLARIiiON MirrorView, SnapView

Production Disaster
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NMocnepcTenAa: notepa AaHHbIX



[Tpnumep N22 — CUHXPOHHAaA pennKauma

HecornacosaHHoCTb pensinkauum RDF rpynn

Production Disaster
Group A g -
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EMC SRDF
Group B
‘ il
! a2 | 4
Database a-
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lNocnepcteuAa: notepa AaHHbIX, yBeaiMYeHHOe Bpems BOCCTaHOB/IEHUA
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Mpumep No3: pacxokaeHne KoHPUrypaumm

Production

HA Standby

Hardware Hardware
2 x HBA X HBA
Software Software
Microsoft .NET 2.0 SP 2 Microsoft .NET 2.0 SP
Windows x64 SP 1 Windowsx64-SP1
Oracle MTS Recovery Service Caele MTS PecoversSorden .
o DNS Configurartion DNS Configurartion —
192.168.68.50 192.168.68.51
192.168.68.51
192.168.2.50
Cluster
Cluster "
Active Page Files Page Files Passive
Node 1x1GB(c:\) 1x1GB(c:\) Node
1x4GB(d:\) 1 4-GB{d\}
Kernel Parameters Kernel Parameters
Number of open files: 32767 Number of open files: 8192

MocnepcTBnA: HeO6X0AMMOCTb PYHHOrO BMeLLaTeNbCTBA NPU BOCCTAaHQBIEHUN
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[Tpumep N24: cmellaHHbIe TUMbl XPaHUAULLL AQHHbIX

Mixed Storage Types

Production
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latabase L ' ’
Local Disk
Nocnepacreuna:

* [loTepAa gaHHbIX B cay4vyae HYC
* CoKpaweHHoe Bpemsa 6e30TkasHOM paboTbl, CHUXKEeHMe NPOU3BOAUTENBHOCTU
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[lpumep N25: cmewaHHble ypoBHM RAID maccusoB

Synchronous Replication - Mixed RAID Type Levels
Productic
RAID5 (i
pr ) -
:'/ |
‘c', __5‘:» - ( -
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NMocnepcrteua:
Echn Heo6xoaum RAID 1 :
CoKkpalleHHoe Bpems 6e30TKa3HOI paboTbl, CHUXKEeHUe NPON3BOAUTE/NIbHOCTH

NHaue (ecamn Heobxogum RAID 5):

BO3MOHOCTb CHUXKEHUA 3aTpaT
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Kak 310 paboTtaet?

(3] SYMCLI/NaviCLI (4] StorageScope APl gna
“proxy” anst EMC EMC ECC
Symmetrix / CLARIiON '
- N
l ® Hicommand API ana
= HDS HiCommand )
@ RecoverGuard
N
:‘ ® ssH / Telnet ana NetApp
@ windows 2003 | filers
Server J
Cepsepbl
@ ssH/ WMl c

npasamu gocryna
nosnb3osarena X

CYBA

@

® JpBCC npasamu

® oracle 10g
schema
[ocTtyna nonb3osartena X
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NoanepxKa cuctem - RecoverGuard™ 4.3

OnepauunoHHbIe CUCTeMbI

*Solaris 8+

*HPUX 11.0+

*AlX 4+

*Linux RedHat AS 3+
*Linux SuSE 8+
*Windows 2000+

Cucrtembl XpaHeHuUA

*EMC Symmetrix — All

*EMC CLARIiON (6.19+)
*NetApp Filers — All

*HDS AMS series (500 & 1000),
USP (TagmaStore, USP V, USP
VM)

ynpasneHne Tomamu
*All supported OS VMs
*\eritas Volume Manager
*lVM 2

Multi-path Software

*PowerPath
*\Veritas DMP
*HPUX PVLinks
*Linux MPIO

Penaukauusa

*EMC TimeFinder - All
*EMC SRDF — All
*EMC MirrorView
*EMC SnapView

*NetApp SnapMirror
*NetApp SnapShot
*NetApp SnapVault

*HDS TrueCopy
*HDS Shadowlmage
*HDS UniversalReplicator

“AIX MPIO *HDS TrueShadow
*HDLM IBM
CYb Knacrepusauus
*Oracle 8.1.7+ *\Veritas Cluster Server
*MS SQL Server 2000 SP3+ *HP MC/SG
*Sybase 12.5+ *IBM HA/CMP Tpebyer
YHOU
*DB2 UDB 8.1+ *Sun Cluster e
*MSCS

JIMATEK




JKpaHbl: YpoBeHb rotoBHocTn HA/DR

Logged in-as:- Admin About | Help | Logout
s @ T
Dashboard Topology Tickets Configuration RecoverGuard
Hosts Storage Databases
28/33 22/28 20/22
) - ; Availability L Replication
| | |
| | | Business Entities Data Risk Risk Optimization SLA
B corporate Email & F] J &
[ Scanned [0 Motscanned [ Authentication errors [0 Down @ silling - = - 2
B N | ® cru 2 2 2 2
B web Senices &2 2 J F]
@ De Grid - 2 2 F)
a0 @ crp 2 ] e ")
0 - @ owH & 2 ) ")
o ]
ol -
<, o) 1y
be’w %{9@ P, \(?G %’%
i i) = K T,
% * oy G,
[ Mew in pastweek [ Mewtoday [] Total open
&1 Top 5 Tickets %] New 5 Tickets
D Detection Date Status Summary Severity
2 Mar 18, 2009 8:23.07 PM D Inconsistent access to storage volumes by VG itscm_vg_2 on host itscm2 and host itscm ﬁ
68 Mar 18, 2009 8:23.07 PM D Feplica SnapMirror Status inconsistency was detected on 3QL Server database mssglserver finvdb on host port2 at site Mew York A
126 Mar 23, 2009 5:05:29 AM D S0L Server database mssglservern/ARSystem data files on host port2 at site Mew York is stored on storage volumes with inconsistent number of replicas A
54 Mar 18, 2009 8:23.07 PM D Local file system F:\ on host exchngmlbx at site Mew York is stored on storage volumes with inconsistent number of replicas A
100 Mar 18, 2009 9:09:23 PM D Host port2 at site Mew York is accessing Metdpp volume portalvold which its size is greater than its replica size A
Done @ Internet | Protected Mode: Off ®100% -~
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JKpaHbl: RecoverGuard™ ticket

Guard Administrator
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Ticket ltem
Ticket 149 4 ¥ T T 7 (Clear)
Description Impact Resolution History MNotes

Inconsistent access to replicas of VG coins dag on host corpweb? by host corpweb2dr was detected at site MNew York .

TicketID: 149 Detected On: Aug 11, 2008 1:23:28 AM Gap 1D: 00191VG0S

Status: OPEN Last Verified On: Aug 11, 2008 3:57:31 PM Hame: Visibility Replica-VG to 08

Severity: ERROR Category: Tampering , Extended Recovery Time
Description

The source VG coins dg on host corpwebZ at site Mew York has storage volumes which have replicas or several levels of replicas.
A gap was found where the target host corpweb2dr at site Boston may not be accessing the correct replicas.

Typically, a target host should access only one replica of each source storage volume.

In addition, all the replicas that it accesses should have the same layout path as each other.

@
The following table identifies the replicas of coins dg
Source PV Source Storage Volume Target Storage Volume Path Accessed by host corpweb2dr 7

emcpower0c D662/ 860 0661/A10 SymmROF No
(@) SymmROF Yes

[

Mark as Resolved ” Suppress Ticket ][ Suppress Gap I IE
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Kak nonpoboBaTtb?

[TMNOTHbBIN NPOEKT

* [lpoagonXuntenbHoCTb — 1 HepenA
* YCTaHOBKa CUCTEMDI
* AHann3 HA/DR KoHdUrypaumi

* [lo nToram NMAOTHOrO NPOEKTa A1Ba BapMaHTa
Pa3BUTUA:

GO!

— OAHOKpaTHOe yaasieHMe BCeX BbIABEHHbIX
PUCKOB

— YCTaHOBKa cMCTEMbI A1A PEFYAAPHOTO
npoBeAeHnA aHaNM3a
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Case Study — sHepreTnyeckaa KomnaHms

Technical severity

Threatlandscape

UcxoaHble gaHHbIe

* Beayuw,an sneKkTpo- 1 ra3oTpaHCNOpPTHaA
KOMNaHuA

* MMMNOTHBbIN NPOEKT - 6 NpunoxeHnn/ 32 cepsepa

* BHegpeHue — ogHa HepgenA

Businessimpact

Pe3synbraThbl NnepBoi Heaenu
* 23 npobnembl noBpexaeHus/notepu

AaHHbIX
Moderate
. 22% * 3 KPpUTUYECKUX

* 5 CBsA3aHHbIX C BbICOKMM PUCKOM
* PeweHa npobiema NnponsBoAUTENBHOCTU Ha
NPOAYKTUBHOM cucTeMe

Risk distribution by impact

Best practice

Saving opportunit: -‘

pomerny B utore
Poendeddoumime 18 * RecoverGuard™ ocyLiectBnaeT MOHUTOPUHT BCEX
Dataconfguraton | LeHTpoB 06paboTKM AaHHbIX

N e * UHTerpauyma c HP OpenView
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Anekceu YekaHos
+7 (495) 787-8573

chekanov@almitech.ru
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