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A Automation Business Continuity Management Tools
A Requirements Assessment
A Information Management
A Testing
A Incident/Disaster Management
A Crisis Communication

A Compliance Measurement

A BS 25999 worldwide
A Maturity state of Business Continuity worldwide

A How can tools help in compliance of BS 25999
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A SunGard Availability Services focused on Business
Continuity Planning Software and Services
I SunGard created the DR Industry 30 years ago

I Acquired Strohl Systems (BCP Software) in May
2008 (20 years of BCP software experience)

I Work closely with Almitech LLC to support the BCP
Marketing in the Russian Federation
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~ Acts of Nature
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B . Safeguarding Your Information

Man-made disruptions/disasters and

~ Failure ofinfrastructure or technology

HARDWARE PROBLEMS |

~ Very Frequent and i
4 Potentially Impactful
If not prepared!
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All Businesses

Other 12
Chemical spill |1
Tornado 2
Earthquake 3 (DRJ and Forrester Survey 2007: N=250)
Terrorist event 4
Winter Storm 6
Fire 7
Flood 12
Hurricane 10
Human Error 16
IT Software Failure 16
Network Failure 21
IT Hardware Failure 31

Power Failures 42
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A 43% of companies A20% of small to A 93% of
never reopen after medium size companies that
a disaster businesses suffera

. Sl_Jffer a major significant data

29% or more close disaster every loss are out of
within three (3) five (5) years business within
years five (5) years
(Source: U.S. National (Source: Richmond (Source: U.S. Bureau
Fire Protection Agency House Group) of Labor)

Disgruntled employees are the largest and single most damaging source of risk

(Source: National Computer Security Association)

Research has shown that 90% of businesses that lose their data in an
emergency close within two years if they have no business continuity plan

Source: London Prepared)
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Why Automatlon’?

A Standardization
I One format for regional event management

Central Repository

I One location for all relevant planning data

Maintenance/Updating
I Relational Database
Reporting Capabillities

I Over 250 standard reports for improved
decision making and audits
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t Effort

Emergency Response

\ Incident Management

L — Incident

w Avoidance & Preparation

- >
Time

*Source: Business Continuityi Keepingit Simple, by Ed Langmaid, CSP MBCI
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Avoidance &
Preparation

Emergency Response

Emergency Response }

Emergency

Conditions
Over

Medical
Fire
Hazmat

Terrorist action
Natural disaster
Weather event
Workplace violence
Loss of life

Power failure

Medical rescue
Fire response

Ev acuation
Hazmat response
Police response
Communication
Relocate emps

Notify IM/BR Teams

Incident Management

afe an
Possible
to Return

Prepare to Enter
Into Recovery

Gﬁlobalitafsksﬁ ahd fphiasies iof BCM process

Recovery

Communicate

v

Return to Work

Lesson Leam

Damage
Assessment

Emergency
Operations
Center

Summarize
Recovery
Strategies

Implement
Recovery
Operations

v

IM Team notified, Evaluate Conditions &

Communicate

Actions

Communicate

Employ Manual
Workarounds

Implement
Recovery
Strategies

Restore Critical
Business
Processes

Recovery Critical
IT Services &
Software

Business Recovery Team notified, document everything concerning event

*Source: Business Continuity i Keeping it Simple, by Ed Langmaid, CSP MBCI
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i Business Recovery Team notified, document everything concerning event
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